Abstract-The phenomenon of widespread usage of smart phone has encouraged many android applications to be produced, by free or paid. Nowadays, with the trend of communicating through social networking applications and social networking sites, Muslims tend to share the image of verse from the Quran applications to the sites. Several concerns regarding security and copy control of the verse text image have aroused, and among the solution to this issue is watermarking. This paper has conducted a research proposing an authentication fragile watermark with spiral manner which shows a good numbering system of embedding. The watermarking scheme is imperceptible and can embed high capacity of data. The average Peak-signal-of-Noise-Ratio (PSNR) value of embedded image is 67.06dB and the average operating time is 1.29 seconds. Subsequently, it proposed a localization and restoration watermarking scheme to be applied in the Quran application as a function before sharing.
INTRODUCTION
The increased and widespread usage of smart phone has encouraged many android applications to be produced, by free or paid. The holy Quran is among the popular application to be installed. With the technology moves on, and with increasing people are using smart phone nowadays, the applications are widely used and become popular. Nowadays, there are several Quran android applications that provide sharing verse feature which able to connect directly to social networking sites and social networking applications such as Facebook, Twitter, Whatsapp and Instagram.
The main motivation of this research focuses on the importance of the validity, integrity and security of electronic-format images of the Holy Quran. It is our concern that nowadays, there are vast activities of sharing the holy verse of Quran through the Internet and other social networking android applications, without being equipped with security system. The reason why text in Quran is important to be protected is because the text feature has various small symbols, lines and dots of letters, which even one small item is interrupted, the meaning can be misleading.
Mistakes, alterations and errors in shared Quran digital images may arise accidentally from the sharing activity or purposely by enemy of Islam. In one hand, we try to stop any attempt of producing incorrect meaning of verses or alterations.
Watermarking is in need as one of the method to control the problem issued. The aim is to verify the integrity and authenticity of data of Quran. Watermarking techniques can be classified according to how the watermark is embedded, which mainly are embedding in spatial domain and transform domain of the image [1] . The embedding technique in spatial domain does not produce serious distortion to the original image; however, it is usually fragile and rarely survives various attacks. Watermarking in transform domain is known to survive possible compression and more robust against geometric transformation [2] .
Most image watermarking schemes try to meet the following requirements; perceptibility, robustness, capacity and computational complexity [3, 4, 5] . Though, for fragile watermarking, purposely not being robust can be an advantage for authentication purpose. If a fragile watermark is detected correctly in an image, it can be assumed that the image has not been altered or tampered since the watermark has been embedded [6] .
The proposed watermarking in this paper is an enhancement from the Authentication Watermarking with Tamper Detection and Recovery (AW-TDR) by [7] . The contribution of this method is the integration of six concepts; block-based [8] , separating authentication bits and recovery [9] , hierarchical [10] , average intensity as image feature [11] , LSB embedding [12] , and one dimensional transformation [7] .
The proposed watermarking scheme capacity is high. It embeds all authentication data all over the image, regardless region-of-interest (ROI) or region-of-non-interest (RONI). This is to guarantee all data has authentication bits and recovery bits if one of the area is attacked or modified. The purpose is to ensure localization works at all data, as the fragility purpose is not to protect the data like robust watermarking, but to be alert with the altered location in the image. The spiral numbering method has a better distribution of embedded recovery bits.
The method is efficient, simple and able to operate in short time, which is a requirement to be run on the internet. It only uses simple operations for the authentication, which are parity check approach and comparison between average intensities approach. It is effective as the scheme inspects the image twice with the inspection view increasing to a bigger block. With this, the accuracy of tamper localization can be ensured.
This scheme can perform both tamper detection and recovery for tampered images. Tamper detection is achieved through a block-based inspection of authentication bits with double checking. Recovery process is achieved by retrieving the recovery bits embedded in the LSB. It relies on its hidden information in another block that can be determined by a one dimensional transformation.
In the next section, the proposed method of spiral manner numbering techniques is presented. It is proven good by the calculation in the preliminary result [13] and from the achieved result of detection and recovery rate in Section 3. In Section 4, conclusion is made with some remarks.
II. MATERIALS AND METHODS
The watermarking process is divided into two phases: (1) numbering and mapping, and (2) embedding. The process of authentication verification is done by undergoing the detecting phase. The samples tested in this testing are taken from the top four of android application for Quran. The top four is determined by the most downloaded by android users.
A. Numbering and Mapping
The proposed technique starts with numbering by the spiral manner. The scheme is to make sure the recovery bit of each original block will be embedded as far as possible to make sure although the image has been attacked with any vast attack, the recovery bit still can survive and the image is recoverable. The idea is the spiral numbering is a good numbering process which can ensure watermarked blocks are relocated a minimum distance away from the original blocks, thus, the watermark bits still survive from the tamper [13] .
The blocks of rows and columns are divided by two to decide the central block of the image. Starting at the centre, numbering is done in spiral manner. Then each block is mapped (watermark embedding) using equation;
where B is the watermarked block, s is spiral, Nb is block numbers, and k is the secret key which is the highest prime number from the result of block numbers divided by 2. As it works in spiral manner, which start at the centre, the image processed should be in square size to ensure all the blocks are numbered.
The following algorithm describes how to number the image blocks in spiral manner [13, 14] :
1) The block size is set. Blocks per row and blocks per column is calculated based on the width and the height of the image; (Height/block size, Width/block size).
2) The key number is set; (k=max(primes (numblock/2))).
3) Coordinate for each block is calculated [8, 9] to get the central block; [column-centre of columns, row-centre of rows]. Number the block from the centre in spiral manner.
4) Ring level of the blocks is determined, such as level 1 is for sequence number from number 0 until 8, level 2 is for sequence number from number 9 until 24, and so on (Fig.  1) . From level, we could calculate the first number and last number of each level.
5) After all blocks is numbered in spiral manner, each block is mapped (watermark embedding) using equation (1). 
B. Embedding
In this phase, a case of using intensity average comparisons and parity bits as the authentication watermark is presented. To localize tamper in a block, the watermark needs to be embedded directly into that block. If a block is being tampered locally, the intensities of the pixels involved will be changed. This will also change the average intensity of the block concerned. To ensure that this is not changed, a parity check will be used. However, a parity check alone will not guarantee that the block has not been changed, because local tampering usually causes burst error [15] , meaning that if more than one bit has been changed, a parity check is no longer useful.
To overcome this, the intensity comparison is used as another guard if a parity check fails. This feature will also be used to break block wise independence. To break block wise independence, the intensity of the block is compared to the intensity of a larger block. Let B denote the bigger block and the smaller or sub block as Bs as shown in Fig. 2 . Fig. 2 . B denotes the bigger block and Bs as the smaller sub block For each block B of 8 x 8 pixels, we divide it into four sub-blocks of 4 x 4 pixels. The following algorithm describes how the 3-tuple watermark of each sub-block is generated and embedded:
1) Set the LSB of each pixel within the block of B to zero.
2) Calculate the average intensity of the block, Avg_ B and each of its sub-blocks, Avg Bs, respectively.
3) Generate the authentication watermark, v, of each sub-block.
4) Generate the parity check bit, p, of each sub-block. 5) From the mapping sequence done at the first phase, obtain original image, A, whose recovery information will be stored in block B.
6) Again, compute the average intensity of each subblock (As) within A, Avg_As.
7) Obtain the recovery intensity, r, of As by taking the seven MSBs in Avg_As.
8) Embed the 3-tuple watermark (v, p, r), each in one LSB of each pixel in Bs. From algorithm applied, our results show that the block spiraling and starting the numbering in the middle will have a greater chance of recovery, comparing with a scheme by [16, 17, 18] . A page of Surah Al-Kafiruun in a Quran android application is shown in Fig. 3 as one of the samples. The image underwent the watermarking process, and the embedded data is shown in red in Fig. 3 . This scheme embeds the watermark in spatial domain, which is in the LSB of the image pixels. It is imperceptible as it does not produce serious distortion to the original image [19] .
In Fig. 4 , we erased the last word of the sixth verse which covers 211 blocks area. Two-level detection is then performed. We managed to detect the tamper and marked it in blue, as shown in Fig. 4 . We managed to recover the missing word and get back the real verse. The operating time of detecting and recovery is 1.99 seconds.
For the second tamper, we cloned two first words of second verse and sixth verse, shown in Fig. 5 . The tamper area is 349 blocks in total. The detection feature managed to localize and mark both tampers in red. Plus, it is also recoverable. The elapsed time of detection and recovery is 2.34 seconds, which is the longest operating time among all tests. From the various attacks purposely done in the tests, the most intensive attacks are compression, blur filter and clone attack. Other tested attacks are Noise, Emboss, and Crystallize filter, crop, paint and line removal technique, Mosaic effect, and JPEG compression. Table 1 shows the comparison with other used watermarking methods in digital text of Quran images. The tests are done with 70 samples of Quran text image. The average operating time for this spiral numbering method is 1.29 seconds. The time taken is in the range of 0.2 to 2.5 seconds. The average PSNR value is 67.06dB, with the highest value is 80dB. The lowest PSNR value is produced by the image that has been compressed. It is proven that compression is among the great alteration. Comparing with another two studies [16, 17] , this spiral numbering can be claimed as better as the PSNR value is much higher and it has another added feature which is recovery.
As the holy Quran exists in original version, it is less important for the recovery process to be done since we can refer to the original contents. The most important process is to determine whether there is any attack to the verse shared in the internet. However, this scheme is also enhanced with recovery feature as it is very helpful to have recovery process for the user to simply know what the true verse of the verses is.
After doing comparison test, the proposed scheme in this paper proved that the detection and recovery rate is better than the scheme proposed by [7] . Although the elapsed time is similar, the spiral manner numbering can lead up to 100% detection rate and recovery. From the results, there is no issue to recover small and huge tamper, spread tamper and various filter attacks. It is proven if we tamper with small block anywhere in the image, with the spiral method, we can protect the embedded watermark bits that contain the authentication and recovery bits.
The usage of block average intensity in tamper localization is proven as easy to perform without much computation needed [20] . The times taken in each experiment were short. Although there is an argument saying that in countering several great attacks, average intensity cannot maintain the performance of 100% recovery, but the recorded performance is up to 99.99% [20] .
IV. CONCLUSION
The proposed watermarking scheme is imperceptible and fragile. The PSNR value is high when comparing the original image and watermarked image. It can embed high capacity of data in the image as it is able to embed one full image data in the image LSB itself. It is an enhanced scheme that can localize tamper in watermarked text image of Quran and recover the tampered image. The result is very promising with up to 100% recovery. The purpose is to verify the integrity and authenticity of Quran verse images which are usually be shared among believers in the Internet, especially in social networking sites and social networking applications.
Admittedly, if we did not imply the security system for the images, there might be technical mistakes that change the meaning and integrity of the verse when it is widely spread in the Internet. Moreover, foes of Islam can attack the shared images to carry misleading meaning of the verse.
The needed work to do in the future is to integrate the proposed watermark feature to the Quran application in smart phone so that the sharing function can watermark the image of the sharing verse first before parceling out in the internet.
